Tees Valley companies warned of dangerous, growing trend
A Stokesley-based qualified ethical hacker is warning Tees Valley businesses to be aware of an increase in telephone system fraud.

Jonathan Wheatley, managing director of MC Ware, has seen an increase in the problem which can cost businesses thousands of pounds and even bankrupt them.

Telephone system fraud happens when people or machines dial telephone numbers at night and tap into private telephone system settings. From there, they can then use the telephone lines all night, usually dialling premium rate numbers.

Business owners have a duty to protect their telephone lines and are responsible for all bills, hence such telephone system fraud could ruin a company if it isn’t dealt with swiftly.

MC Ware helps businesses to protect their systems by providing suitable firewalls and also sophisticated telephone systems to stop hacking. Working in partnership with Mitel and Panasonic, MC Ware provides future-proof computer-based software systems which help in the fight against telephone system fraud and can be upgraded without the need for new hardware. Businesses can also benefit from remote configuration and back-up systems and the technology to be able to make calls from their office extensions, via their computers, wherever they might be in the world.

MC Ware www.mcware.co.uk), established in 1998, employs 14 staff at its offices in Stokesley and is one of Teesside’s longest-established IT companies. As well as specialising in telephone systems, the company also offers a range of services in the anti-spam field, managing network installations, disaster recovery, marine installations and web and internet design. 

Jonathan Wheatley is a chartered member of the British Computer Society, a member of the Society for Computers and Law, a member of the Fraud Advisory Panel and a qualified ethical hacker.

Speaking about telephone system fraud, Jonathan commented: “It is certainly a dangerous and growing trend amongst businesses, both large and small. Now is the time to think about protecting yourself and ensuring you have control over your business communications regardless of the time of day or where you are in the world.”

These Jonathan’s top 3 tips for protecting yourself against telephone system fraud: -

1. If you think you are under attack, then try calling the office out of hours and if the lines are constantly engaged you have a problem. Until you stop the problem unplug all of your lines each night.

2. Ask your provider to block premium rate numbers and calls to countries other than those you specify.

3. Change the default passwords on your phone system

